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Company Snapshot

One of the largest and most reliable Internet Backbone, Colocation , 
and hosting companies in the world And the #1 provider of IPv6and hosting companies in the world. And the #1 provider of IPv6 
connectivity.

1 Colocation1. Colocation

2. Dedicated Servers

3. Web Hosting

4. IP Transit
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Web Hosting

Speed with ReliabilitySpeed with Reliability
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Current IPv4

Core Problem:

The eventual exhaustion of the IPv4 address space

The current version of IP, IP version 4 (IPv4), defines a 
32 bit address which means that there are only 2^3232-bit address which means that there are only 2^32 
(4,294,967,296) IPv4 addresses available. 

Although this seems like a large number of addresses, 
the finite number of IP addresses is already reaching its 
li it d ill b h t d b th 2011
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limit and will be exhausted by the year 2011.



Current IPv4

As a result, public IPv4 addresses have become relatively scarce, forcing many users 
and some organizations to use a NAT to map a single public IPv4 address to multiple 

i IP 4 ddprivate IPv4 addresses.

Although NATs promote reuse of the private address space, they violate the 
fundamental design principle of the original Internet that all nodes have a unique, g p p g q ,
globally reachable address, preventing true end-to-end connectivity for all types of 
networking applications.

Additionally the rising prominence of Internet connected devices and appliancesAdditionally, the rising prominence of Internet-connected devices and appliances 
ensures that the public IPv4 address space will eventually be depleted.
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Understanding IPv6

To address these and other concerns, the Internet Engineering Task Force 
(IETF) h d l d it f t l d t d d k IP(IETF) has developed a suite of protocols and standards known as IP 
version 6 (IPv6).

IPv6 has a number of improvements and simplifications when compared toIPv6 has a number of improvements and simplifications when compared to 
IPv4. The primary difference is that IPv6 uses 128 bit addresses as 
compared to the 32 bit addresses used with IPv4. 

This means that there are more available IP addresses using IPv6 than are 
available with IPv4 alone. 

IPv4: 4,294,967,296 IP addresses.
IPv6: 18,446,744,073,709,551,616 IP addresses in a single /64 allocation. 
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Understanding IPv6
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Understanding IPv6

A significant difference in IPv6:

IPv4: 4 blocks of 8 bits separated by a ‘.’ (Ex: 216.218.186.2)

IPv6: 8 blocks of 16 bits separated by a ‘:’ (Ex: 2001:470:0:76::2)
or

(2001:0470:0000:0076:0000:0000:0000:0002)( )

(Notice that leading zeros are removed and that ‘::’ can be used only once to  
represent consecutive zero’s)
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Understanding IPv6

IPv6 availability depends on your Service Provider, either at home or for 
work. In a dual-stack environment, IPv4 and IPv6 co-exist along the same 
connection and don't require any special kind of connection. If dual-stack is 
not available, you might find yourself using an IP tunneling product or 
service to bring IPv6 connectivity to youservice to bring IPv6 connectivity to you.

Many Operating System platforms have native IPv6 support:
- Linux BSD (Free Open Net) & MacOSX have had IPv6 support enabledLinux, BSD (Free, Open, Net) & MacOSX have had IPv6 support enabled 
for years

- Windows 2000/2003/XP – had to have it installed optionallyp y

- Vista and Windows 2008 – have native IPv6 support enabled by default
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Checking for IPv6 support

Windows XP (SP3)

Linux (Ubuntu 8.10)
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(Must use Windows XP SP3 for most recent IPv6 tools such as ‘netsh’) 



Installing IPv6 (Windows XP Example)
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Hurricane Electric’s IPv6 Certification

 Prove that you have basic IPv6 knowledge

 Prove that you have IPv6 connectivity and a 
IPv6 web server

 Prove that you have a working IPv6 email address

 Prove that you have working reverse IPv6 DNS

 Prove that you have name servers with IPv6 
addresses that can respond to queries via IPv6

http://ipv6.he.net/certification/
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Hurricane Electric’s IPv6 Certification 
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Hurricane Electric’s IPv6 Certification
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Hurricane Electric’s IPv6 Certification
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TunnelBroker – Tunneling of IPv6 packets through 
an IPv4 Networkan IPv4 Network

IPv6 NetworkIPv6 Network

IPv6 HostIPv6 Host

IPv4 + IPv6
Router

IPv4 NetworkIPv4 + IPv6
Router

IPv4 Router IPv4 RouterAdd IPv4 Remove IPv4Add IPv4 
Header

Remove IPv4 
Header
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Hurricane Electric’s IPv6 Tunnel Broker

Hurricane Electric’s free tunnel broker service enables you to reach the 
IPv6 Internet by tunneling over existing IPv4 connections from your IPv6 

bl d h t t t f H i El t i ’ IP 6 tenabled host or router to one of Hurricane Electric’s IPv6 routers.

http://tunnelbroker.net
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Hurricane Electric’s IPv6 Tunnel Broker
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Hurricane Electric’s IPv6 Tunnel Broker
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Hurricane Electric’s IPv6 Tunnel Broker
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Hurricane Electric’s IPv6 Tunnel Broker
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Hurricane Electric’s IPv6 Tunnel Broker
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Hurricane Electric’s IPv6 Tunnel Broker

Alex Broque – Hurricane Electric Network Engineer and co-developer of the 
Tunnelbroker provides a tutorial via  YouTube video. 
(TunnelBroker software has since been updated)(TunnelBroker software has since been updated)

http://www.youtube.com/watch?v=4o7sk97mItM
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Q&A

Contact:
Hue Ahmed

Copy of slides available at:
http://superhappydevhouse.org/f/SHDH30_Hurric
ane Electric IPv6 Presentation (Full).pdfHue Ahmed

Tech Engineer / Developer
Hurricane Electric
760 Mission Court
Fremont CA 94539 USA

_ _ _ _( ) p

Fremont, CA 94539, USA
http://he.net/ For all questions regarding IPv6 Certification or
hahmed@he.net the HE TunnelBroker contact IPv6@he.net
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